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Familiarization with code base
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reviewer should develop familiarity with the following aspects
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Questions During Secure Code Review

Table 4: Example Design Questions During Secure Code Review

Design Area Questions to consider

+ Are user inputs used to directly reference business logic?
« Is there potential for data binding flaws?
+ Is the execution flow correct in failure cases?

Authentication and + Does the design implement access control for all resources?
access control + Are sessions handled correctly?
+ What functionality can be accessed without authentication?

Existing security controls + Are there any known weaknesses in third-part security controls
‘ : - +Is the placements of security controls correct?

«+ Are connections to external servers secure?
+Are inputs from external sources validated?

Configuration files and «Is there any sensitive data in configuration files?
data stores +Who has access to configuration or data files?
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e Security & Architecture: Data Validation, Authentication, Session Management, Authorization,
Cryptography, Error Handling, Logging, Security Configuration, Network Architecture.

e Application Design: Font uniformity, Color Accessibility, Uniformity of color and design scheme,
Ease of use for users, Minimum number of screens to achieve a use-case, Performance,
Presentation of information, Responsiveness, Accessible content, Accuracy of information
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Code Review Checklist

¢

to support huge
number of users?
Is the code

Maintainable
easily?

Single
Responsibility
Principle

/;s the code Scalable

Open Closed
Principle

Is Security
taken care?

Dependency
Injection

Is the

Performance
acceptable with
huge data?

Is the code Following
OOAD (Object
Oriented Analysis &
Design) principles ?

Is the code meeting
the Non Functional
Requirements?

Is Code follows
defined
Architecture?

Is the Static Code
Analysis metrics
acceptable?

Expert Code Reviewer
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61 S (e aiad Al Tl ) 43kl Ll J 8l (S ole S5 :Dependency Inversion principle o
Aaraals liad Lo @l e AB6Y) a5 «lSe e ST A dependency J)sia alasiul st s 403 Jals dependency
.axios J Gk ge APIJ) e clitall fetch Jasd
(Low level J e aixy o sy ¥ High level ol abstractions J bl 8 s siag il dae jall cilad 8 dlaadle
abstractions J e sxday 2 3¥ low level & high level I d:



Code Review Checklist

:Application Design e

Alad¥) 5 o) Y] maen 8 aal 5 ana 3y caaal) ddulite Gkl Jals deadiid) b shaall o &5 o s :Font uniformity o
L5 eaY) gaes e @A ALE L gladll alaal 5% o g s o) 1Y) QNS guliiall

b Opeadinall 8 maea (e Leal) J seasll (S s daddionn (3585 Of s pUaill 3 deasiidl) o) Y1 :Color Accessibility o
g5

a8l landty 5 clae (patliia aaanall 5 0 Y 4 55 G g :Uniformity of color and design scheme o

(Oeadinall Al s g J gm 51l A3y jla 46y ol J s sl (555 o) oy :Ease of use for users o

Opeddinsall U8 (e o glhaall J sea dll (4585 5 sy :Minimum number of screens to achieve a use-case o
cEnll g Cilgal ol (e d2e Jib

(o el e 4y sllaall i) e la yisd 5 ) e requests J) (Ses 222 il 5 caching J) deiis :Performance o



Code Review Checklist

dalic 44,k 5 format duadls dalie ¢ 65 () aa Lo e o1 1) Clesladll :Presentation of information o
336 &) 5l men IR (e Gilaslaall 03gd J a5l s O an s il 5 48yl il laall 038 JayOUt I e sms O s
AR Hhall Gudiy W e g a8l gall 5 ) sell

Adlia ) LAY alaa¥ Ll Gleal sl mea gl Galal aey of iy :RESPONSiVENEss o

i Aladiaiall o) 55 s o Jering sedass darealy o 585 Al (5 siaall 0L figS Of g tAccessible content o
«mobile 3525 Ja & touch screen JS degall (aibadll (asy jliie Y e 3AY) Gy LS clS 3l calia) ]
208 Y redirects ol o gl

a5 o) (50 zling W padiesdll doay ol A0S 4 5S5 0 ey AP U ey 30) e skl :Accuracy of information o
A a5t s flow J) Judedl adad 61 (e (San a8 Jal



ol jgu 8 Lllei JLa
Ja3i Lailég 1aabw Jilll £ éuilé ga ol
il sgimi Ja Jé ‘wj aadjgajig apaill
gigi }5a1] Laj] ‘Jgale) J Juallg jgale
"l._JLi.ii"



Application Threat Modeling

) b oY) paill Qi avea & Jaxi Al 5kl saa) Application Threat Modeling J)
okl die () shaall dage A8l 3 gad a2 Ll W) (ol il 028 arana (e Cannd 45 3al) 028 ()] ae s auka
G 0 sSs a8 2aad sl dssay (I modeling J) 13 e sl 3 dnaY) o) 3ol s S35 cdane yill 55880
rsp s emalaill &l QUSH L saaieall Ol shaddl i adielas 5 ool Sl 028 £ sia gl

r )Y 5 sladll

(el agds olaia Yl Cisa oo il ) 53 5had aal 5 U5 35hall 038 :Decompose the Application
El b ol dga o) pe kil Jalad AiS 5 alae yaug

e alaia ) cany Al Lalail) aal o4 024



Application Threat Modeling

Oe Ul sy das A dependencies & waic gl dila) e (External Dependencies e
13 e clypasi production env J e Al 5 alaaiu) 48 ) 580 = 5 IS5 38 8l i)
production J) ) Ayl ) yall Gk g oLy 41 (35 65 4ty O cand AWS (Sl Liaaic
pae 5 A Sally acinall Gl gil) A8 yha e el alaie IS o o aas 3853 138 5 cenvironment
O 320l ase ctask ticket e Galail) LU LY Jio Lgy Gl ¥ ) Aalail) o Lgis g oY)
LS e sl adle) Jad ekl e LS

Gl S Gyl ol aalead) LIDA e Sy ) 38U aven 3y Jadi 4kl 028 :ENtry Points e
&sall 345 5al oda Jadiy cattack veCtor « b e s cdaa ) Jgea sl La il (e
«popup window J! «chat Jl Jeii s cemails J) e Jeidi 5 form pages s 4s 5 yi<lyl
& Jaanill 5 ehas A2y il jall sda A daal all 0685 o sy AN ¢ socket messages J
Adiall 3¢ Alall dral e bl Wil ja



Application Threat Modeling

Ll s <Physical Assets JI 34 ) Ll ¢l (e Cargd el a5y Laale (3 yida 5l 0) tAsSEtS @
8 Lise 4l it 08 il y Cilasles (e dile Joany 38 Lo 0S¢ 568 I 5Y) L3 cabstract asset
O oAl el i) ol yall AS 5l Anansy 5l puaDU () 5S5 A0l 5 L Aale Ardie cs 580 (31 i) llee
O 13gd aasa sl o5 sladll jlada (e CllE Lgilaa gy A g il 31 i) aaf s e b
o leds e Y g adileny ey e e W) cpmn AU O s Aaa) je dilee (g

S Gkl ST (e Lead 5 g 2 sagll 5k wasd 2y :Determining the Attack Surface e
o A a Jsls aldadll 138 Alas (e Jsgame sa (e IS5 callai gl ) Joaall () 8 jiaall Lgarding
18 Jady g cJand) U Leale T jday hand (5] daal ya 5 Lgia () 5 4iSaall input paths J! gxea pas
Browser input, Cookies, Property files, External processes, Data feeds,
Service responses, Flat files, Command line parameters, Environment
variables



Application Threat Modeling

b (ol e Jalail) 8 age el 401 a6l e el die 4 DU Ladlall jlaie 30a5:Trust Levels o

dxal e ol lasdl 128 o aSlll ey 128 5 cexternal resource J (e ba sas ddill 446 das

G Gty ol 52k Lal ac ) sill st die 5 ccaslhaall (e ST Aadla clac Y ool D8 i jll 350000
cenda ) Joasil) ae anliy Ly Ll adall e Jaawil

S 5 Leiallae 41 & s dynamic data & static data J 44 =« :Data flow analysis e
lelent Gl al) Allae 5 Ler 2alall params J) e Jalatl



Application Threat Modeling

g (e iy O e el Lo cand das as degal) Balaill (e dladill 028 :Transaction analysis e
&y.'ayd\ 138 dad] (3aS5  clgma Jaladll AT ‘__‘_d\ o pall 3 el e 4wl Alalsl Transaction J
1o Leman (S IS pall oda g " )5 a" SIS Al e e gana o a6 e ol ol

Data/Input Validation of data from all untrusted sources, Authentication,
Session Management, Authorization, Cryptography (data at rest and in
transit), Error Handling /Information Leakage, Logging /Auditing



Application Threat Modeling

O daal yall (e e cailall )5 shalls3a 8 :Determine and rank threats :4stll 5 ghall
Claagill sdg] ldiiat oy oy Als jall 638 8 63 ) shadl) Cus (e Lead i 5 4nB gial) Glaagill paat 4 1A
STRIDE JI lie S35 Gllal zi3lai sac llia 5 cilaiagll

Spoofing, Tampering, Repudiation, Information J Jb=ial .4 STRIDE J

J sas) 25 <Disclosure, Denial of Service (DoS), and Elevation of privilege

OV s DA e an) el i Al ol jlaia¥) e el 4iaY) claagill Cainat (Ll daxiudl models
ilallhiaall s3g] Jass a5y s



Application Threat Modeling

Eaaad o Sy ) hlad) aal e saal 5 a5 CIdentity spoofing” J) e aaiys :Spoofing e
Y al 138 5 Gkl (5 e o ol clilull ae ) 8 (5 st o ()5S0 28 138 4 sl Jlail Gl ol 8
i Lo L Aama yal) 388l O (g 380 (pe Ui gl pall 505 dan plad sa g allaill a6 o sy
An garne Ll (Siny 1368 33 g 9o CilS 13) AT S Y padiine il slae haady X pdioes a8 () (30 Dlia
el et Al s role dOA (e o O Cana g

Cae SN 138 ¢l jall GLES) 5 bl e Sl (3 lall jedl (e sas) s bl Cusll :Tampering e
A (e sl response & el (e deadll il Saiew client side J cils e Jeasy
D3 cladan 4l aal Lebiaaty aaledd) 138 o 58 &5 &l network J) sl memory J) o L
o Aalles ol Jae Jd 25 50 e 6l g @l e B server d ol e @il (e la aal )
.auth user (= 238 request J) o2a (e S Lia Goaill b yd aal 5 bl ae) 8 Jals Ledada



Application Threat Modeling

sle Bl @kl ada (san) 5 cagdlS a1 Y As addsa g ladAl 8 Sl o 65 Lesale :Repudiation e
Jog I dhaxs A e sl 3 sall 13¢) pmnall aiill wie SO (e lOg/track J) pls

O 22 Oalansal) ¢liae M dagall 5 duliaall Cila slaall (IS ol 48 'Information Disclosure e
Gona ) 5 aail) (b oSl 8 Uin aa) jall tan aga s llin A (Lo 48 5y (38ai a8 il il LS
Ay SQL Injection IS A8 giall ol il el gl e ST DA (e bl o2 dlaa (paiial
Al...query Js czassa I Camca g Ll bl ae ) 8 Clbadia (e (38adl) Loayl Jady



Application Threat Modeling

281 jaa (58 O cang Aume ) 3,808 aecan s dame pill 508l aal je :Denial of Service (DoS) e
Y request sl gie & Clangll o2a 3aa Jil& 5f cuiadl e g3l aal 5 «DOS J) lana (30 3al
il Llle resource s < sl zUsy api/function ¢! = non-auth user

sle daasiy o s O 08 Y Jaa¥l () ol @il s cbiadlall oUss auii :Elevation of privilege e



Application Threat Modeling

:Microsoft DREAD threat-risk ranking model e

;
los o) aaadl
How big would the damage be if the attack succeeded? i
Can an attacker completely take over and manipulate the system? o+ u\ LJAL"A

Can an attacker crash the system? LA‘: \;\_\.1 3)}2&1\‘9

How easy is it to reproduce an attack to work? dm‘ ij_m
Can the exploit be automated? L@j‘ :~-S\ i - \ X ‘
9 (W] )aAj
How much time, effort, and expertise is needed to exploit the threat? . -
D J.-.a.“ YEVAN 9

Does the attacker need to be authenticated?
e e
If a threat were exploited, what percentage of users would be affected?

Can an attacker gain administrative access to the system?

How easy is it for an attacker to discover this threat?




Application Threat Modeling

Determine countermeasures and mitigation ;231G 5 shaall

DY) (e JSLall 038 (Jie i gan aal A 331 bl AL JMA (e And giall Agiil) o) dpia) jlalaall apaa ey
Aanlal (35 3 JYA (e s Chnaall Lalis ae Jalaill (S5 cp 5 il e Sl JS) Sigie il 5 degall

5osha JBY) ) Shaa¥) (e Leasi 5is 568l g Comaall Lol aaaidday A oy 1]

Lelaad Sy 028 5 shadll A jliicly Lo (e (& ) Ganall J 5 e Gl sall (amy Jalais 2
i (o axe Jaladll (3 ka5 13 Gpediinsal) aled Jayl guia pia g a9 el Arpla o Teliy Lgma Jaladll
JAD g

5y shaall cilS 13 Alaldl oda 5 ) jial (ol 055 Lalad Carazall Ll Jalad e il sall (oany Jalaii 3
Gl (338 ) aiand Gaubaill (e 5 ga el dndiall (o HST )yl g



:atall ajgw 0 llei Jla
agjj=ig algwjg alll Igingil (8) 1j1aig Iiing IaaLh dLilaji Ll"
*1l1nig 84y agarinig agpagig
plwa Ja lc d1alg plwg atle alll ln Jgwpl i gi LAl b pleils
laiwphég Lwiya éllai plai gil atle jadi Lo hunig ,atle jady Loiag
Joellg,Jrwll Jai laiehldn ga (ualwallg piwil L le Lagpag
1] Gg4 1g Jga Ug ,dg4 Jo Litigl Lo Jay gpill 1aa diagac Jo agjall
..alll
:aygill ajguw ,a llei Jla
ajni Ada agpali il "
"jiedl L4 Laa 3] giil Lili Igpah Guall aajai Ml alll



Metrics and Code Review

8aadll 8 aaill Jane lus LeIDIA (e (S daal 5 43 Hha @llia (605 () cand Ll ol SO e e Jely
o 3 Aamall Baaill dnal ye die Lgie (3UIY] Sy (31 (ailiadl) aaf Ua S llAl (gAY

(i comments J skl g4l Jhau¥) aapdl HauY ae )L OC o
Clias g op g pall 8 Badae daga 2l & 685 ) Ayl HhuY) de seas 25 :FuNction Point e
.Function Point J! Class J! Jiet OOP Ju Niad cdaa_yall 4l Cadlial e el 024



Metrics and Code Review

sl i il b LS 5 3 3285 o) 220 ) bl 3l :Defect Density
(A ) 538 sy Ve SN0 Alsbeall 538 2 Sy Gl 8 (USLEA 5 QAN guall A

Defect Density = Defect count/size of the release

) ot g ALl LAl (i diaial) Hhlaall A8US Hlade ) iy mllias 585 :Risk Density e
1YL Llia (Kar s Low, Medium and High

Risk Level / LOC OR Risk Level / Function Point

Example:
4 High Risk Defects per 1000 (Lines of Code)
2 Medium Risk Defects per 3 Function Points



Metrics and Code Revie

Module LOC Number of Detected Bugs e
A 1000 5

B 3000 25

C 2000 10

Totals 6000 40

(YL release J) sdgd ¢laall A8l Cilia Wiy Silall Jsaadl e el
Defect Density = 40 / 6000= 0.00666666667=> J 48Usll (5 sius 028 release

Lo 13 5 ¢ Jlias a8 13 5 release 0.00666 JIsigd sl g sanal dawilly pUadVI AU (o iy 138
Al 33l 30 s e Wile lebidail dary 5l

O @l il Ll ol gl S LalS a8 51 508 LalS cST o ) ) Jiadl) ol dasia o an g Y ldas
el S LS jaall



Metrics and Code Review
i KLOC Jls «KLOC JV J3a (e el 5 eUad¥) A8US (g ginay (aldl) qvg J) s (S LS

Short for thousands (kilo) of lines of code. KLOC is a measure of the size of a
computer program

e Aaiilld bl Juall danilly

KLOC=40/6=6.6666 for Every 1KLOC



Metrics and Code Review

:Cyclomatic complexity (CC)

Al 5 agdll o HLaa I bl 4L ) 5 LB McCabe ¢ (CC) (oo stSadl a8l (uliie aranal o

(o oo i) 28Tl (5 glne il (S5 e8] (5 glue il Aagiad) 5 Al GuplBall (e 58 5 Ailpuall
Alalaall 228 DA

CC = Number of decisions +1

if/else, switch, case, catch, while, do, templated Jis Number of decisions J cusy

oAl J...class calls
Jsaall 13 e 1ol Lgdvieat Sy A6Lal) Alibeall dai

Value Range Description
0-10 Stable code, acceptable complexity
11-15 Medium Risk, more complex

16-20 High Risk code, too many decisions for a unit of code.



Metrics and Code Review

Lebiad 5 Juadl JS L€ sale) g dpme yall il ol jal Jiady )3l 3las) oy Galad) A=l (5 sine e el
la3al) (5 slse (3o Bl Alstse method )

IF A = 10 THEN ALl daleal) Claad 1 U

IF B > C THEN

= o ) (S AR Al e Teliyg JUd) 13 b
A=C

ENDIF

ENDIF CC=2+1=13

Print A

s Bine e Aanasdl 550l 5 s a6 gina 13 10 00 3 J)



Metrics and Code Review

Function doSomething () -2 Al
{
if (conditionl) { — —
=7274+1=
// statements CC 2 1 3
} else if (condition?2) {

// statements L J.M\ LSJS-W“ \.JJ ‘1 O e L.E\ 3 d\
} else { - R \B . :.“
// statements -° X )-J =D
} G . L e . . .

} ﬂﬂw\gwwgﬁwkﬂ%elseﬁ&:ﬁm

if/else =1+ elseif=1then=2

Sl S0 Le Lol I CC = E - N+ 2 Jiiadll 138 Jlie aadll Cluad Jiad (e ST aa 38 s3daa e
Al e method ¢l e Gl 845 Al



Metrics and Code Review

t YK S elhal) aal s vie Uad dgan dllaial (8 ol (5 giuay (alad) Jsaal) e lely

Value Range Ratio
0-10 5%
20-30 20%
>50 40%

Approaching 100 60%



M\J.AM ¢\_\J\\.@Jo\_\u>f\umwjm)4.c£m

| pilee W il €5 Al () 5 Al 3308l e Jand) ol Laga B Hla (S5 ) dagual) Jalail) (e paell U S5 31
Jax S ) 5 Aipmn Al o) Ly (S el 5] (o I3 e ATLY) (a5 Il B 5al) 350080 e
14 )il 4l Privacy & Policy J sl Terms & condition J) dules cdlls o

e gy O Sy Al il pland 5 calbaill ae Jalaill oL Lgalaiiing) oy (5l Sy 1) coladl oliia) cany LaS
lenlalall o8 drendt] daadiiowad) dalll 5 aubaill DA

Lalis san) b o Y A 3all o (of cpe U 5 (Bl 8 Aeadivaal) SN i Aaayul) clall oLty iy WS
ST ) s 5 Canal 138 2w (S0 (S gl ) rlin g U il ) T ) 3L Gcalall Cancal
288 Lad gia | el Callas () (S dad e e Aatih (g dpma ) 58050 JMA (el 138, L Led 48 55 5all (g 08

) ] 58l 0 W s



Injections J!

Godatl) @ ls Jaanil el Y (e Ao geaan (5 gina Cia ol AdLa) (e L padiudd fnjection J) Gless e
Gakai 5 OIS L 13) s o Attacker Lﬂ;i e g g ¢ LEEY) a5 9 a8ld Slangl) (10 & 53l 128 ,@m&\
Jie LS 8 (5 gind s Lginand Qi ol ) clipdaill 40aS () aleil g Y af 4 30050 aalgall Jeun 5 Clmaca g

SQL J) &) 52y eda edl (e 32al g injections J) g sl (e wasll dlia ¢, 3,88 <l il o3a
injections

injection J ¢!

SQL, LDAP, Xpath, OS commands, XML parsers, Code injection, Email header
bl g Aealall Aag Hal 8 Lecany SMi o AT L iNjection



Jaiaall )

LGkl Al JalS e
“Mia

Ladd Jlati) ga < a8 il yladl]

4 galdll token J 48w JYA (e Jaendl
Al i injection J) 1aa (Dl i Wi
e 4l sic dyma b il 2 5 Cilglany
LAe Y L J reload

IR (e Gl gl aea g spam Jua )
Jsai¥) oo se A Jlail

Caa gl

(o) Al ae A8) sie dme B kel (B oy
A dsa sl DA (e Gl 44US o3
e gl sl 8 43S Lme dadla
JalS bl b oSl

client J) dM& (e Ay Bkl (s oy

0o Opeadinaall Gleslas ) Jsa 5l side
Cllee gl 5 ey ol adai aladial JOIa

gh)my JS J LS)-’-‘-Mg_s,J“—e-‘:‘uséj\

sl

Ju s=ill header J) s G yisd) a4
email

Injections J!

Injection Attack J! g s

Code injection
Cross-site Scripting (XSS)

Email Header Injection



Jaiaall )

o LeDaia) 5 el Y e glaa ) J g gl
A (e Gkl e cladlall Hlaig
Jsadll Jaandi ol a4l Joadlall Jyans
LAY elac Y by

o by DhalS ALl 8 oSl pnleall oSy
:PHP Jis...JIsa Y

system("rm $file");

aalgall Cal jial sae o Ul laa S 3l
SalS allailly il Y gaa

J sarn JsS 555 2 LDAP J s
Joamil Ladsss Sy Al command
A slae) Sl tree JI s sl

<08 Jl e wiaill command s o
Ll code injection JI e o3 alias
Jl Gk e 0l OS J Gk e 0
(command J! 2s:K). application

SQL Statement ¢~ aaleall Lia o 68

Injections J!

Injection Attack J ¢ &

LDAP Injection

OS Command Injection

SQL Injection



Client Side - Security Guide (Hints)

Judasi o) g 5 piiall mranat A8yl 8 disee A lia ) aleld Lgiaadind Gl (Liles eval aasied ¥
A el a3l st elilan 1 el Y

innerttml (3 Y4 createTextNode 3 innerText J) aaiiul

¢) ) ) 3adl i L 52 JSON response J) e JSON.parse J) s

Jl Jie yaic b galall s sisddl ) Untrusted Data ! 4ilza) Jé Html Encode dee oy

& ==> &amp; <==>&lt; >==> &gt; " ==> &quot; ' ==> &#x27; :Jh &L div, p, h1
JNdala sl css o) cu S lila e Jalo Leaa g alin A i e e A Y encode dee

a1 J.alert, href, width J' Jis common attribute

Jl ha (e Jlia 138 (S Bl YA (e L) Jsa sl e any coOKi@ Y HTTPORlY 48l o8
XSS Attack



Client Side - Security Guide (Hints)

Man-In-The-Middle (s Bl AaY) A glaa aial ¢lld g S g cu sl WS J) (e Y WSS J) pladiuly o8
L8l il anlsay @b g web socket I A e miaiall ) dead Al QUL ases (e @31 g
Jocal storage J le daal cld g dulin il slas Jainy o35 Y

I Jala tap J sl window J) (e ) ax (i g Baa) 9B pe Lgaladinl st Cila slaa Jaday o83 Y
< e Y session storage J) 24 dlocal storage

A Lgiallase vie AT dlgliaes 4ailSa) Can 48 i 50 il Ll e ocalstorage J) ae dabaily o ¥
invalid ¢! g = sill encode JI ol (e @3l 2 s Normalization validate
character



Client Side - Security Guide (Hints)

file size J) o 383l gy WS (file type and ext J ¢« @il s file upload J) xie
L5 S Iy O (S Aian o 2o Alin cdagmn 48yl 35 S 2 ) e 3ol ng
Jasa Jie Lo Osnany 4adll (3 30 ) email+subaddress@email.com Jic laaia
O o oS 2l (e @oaill Lgaladin (Say (Gl ae ) g8l (e o an s ySile S Lgniay aguiany g

JI Jis dangers char ¢l e ssina ¥ o a5 (@ pein Joady (padaie (0 9 S 3 3l G 5S
Shsh - e Ry et el (6 o a0 I ) 8 il anl 5 csingle quiote
254 Sl adaiall 5 i m 63 e JY) adaiall 0y 50 Y o can s ¢l )

llocal storage J Jala session id J) badsy a5y



Data Type Context Code Sample Defense

String HTML Body <span>UNTRUSTED DATA HTML Entity Encoding (rule #1).
</span>

L] L] L[] L] L]
String Safe HTML <input type="text" Aggressive HTML Entity Encoding (rule #2), c | | e nt S | d e — Se [ u r |t G u | d e H | n tS
Attributes name="fname" Only place untrusted data into a whitelist of

value="UNTRUSTED DATA "> safe attributes (listed below), Strictly validate
unsafe attributes such as background, ID and

name.
String GET <a href="/site/search? URL Encoding (rule #5).
Parameter value=UNTRUSTED DATA
">clickme</a>
String Untrusted <a href="UNTRUSTED URL Canonicalize input, URL Validation, Safe URL
URLina ">clickme</a> <iframe verification, Whitelist http and HTTPS URLs
SRC or src="UNTRUSTED URL " /> only (Avoid the JavaScript Protocol to Open a
HREF new Window), Attribute encoder.
attribute
String CSS Value html <div style="width: Strict structural validation (rule #4), CSS Hex
UNTRUSTED DATA encoding, Good design of CSS Features.
;">Selection</div>
String JavaScript <scriptsvar Ensure JavaScript variables are quoted,
Variable currentValue="UNTRUSTED JavaScript Hex Encoding, JavaScript Unicode
DATA ';</script> Encoding, Avoid backslash encoding (\" or
<script>someFunction('UN \'oor \\).
TRUSTED DATA ');
</script>
HTML HTML Body <div>UNTRUSTED HTML Validation (JSoup, AntiSamy, HTML
HTML</div> Sanitizer...).
String DOM XSS <script>document.write(" DOM based XSS Prevention Cheat Sheet
UNTRUSTED INPUT: " +
document.location.hash R ef

);<script/> e e


https://cheatsheetseries.owasp.org/cheatsheets/Cross_Site_Scripting_Prevention_Cheat_Sheet.html

Laln lage iy doeiihill aic galyill gi pleila
Jgdllg apirig ap pi dlglan pi lhdll le jlpadl gi pleilg
Ll wig paiwla aihai gla aila bhill go phci aiang
Jalai 1g plai ig pai ilg ,alll

daclill aiag lanldn lleg pleig alal ,aia ¢jai gaa
ILLiallg (uall jgoi Jodi



HTTP Strict Transport Security (HSTS)

Jb 4aill connection Jb aSaill 38 jha g Ley Juady) 48 yha g 4 5 STV a8l sall ) J a5l 201

138 ¢l gall 238 5 Cpeddiinsall S (pa Jlai¥) s il (el e Jaliall as daga 401 dipna 81 50 e useTrS
ana e glaa (g1 Jai ol A la il ja) HA313 55 pum A spdy 98 5 HSTS J) llaias LY 38 5eY)
«web server configuration JI J3a (e alae) ah g i yiY) Gladiate e Gulaf daal 5 4l
Skl s cweb server configuration iy Olasateall ol Y1 JLATN & Glulbiad) 038 (e 2=l
Ly L) 5 ) ALY sl ()5S0 ) g Laila Lgae it s Wl 53 38 ) Security Headers JI (s L
(dasd 3 Shin), I "leae Aial ARyl Jaal) Sy oS (e Yy 038 Jla¥) 8 Jaa Jidant Sy "



HTTP Strict Transport Security (HSTS)

4plSa) diland o3y header JI 1 J3a o :Strict-Transport-Security (STS header field) e
Gk (e a8 Gl (S G eUaaY) Jaliil Lega Lol 43 € ) 8Ll (HTTPS J) 050 e Sy
..(32e SE5SioN e cookies J) Jie (realeall dagall Cila slaall (ary o i 8 Lgaany Al g gl
: e

Strict-Transport-Security: max-age=15768000 ; includeSubDomains

oo sl kil Juadl e il 5,k aal (e as) s header J) 1 2 :X-Frame-Options e
58 «Clickjacking J! &d web browser Js host J ¢ Jbai¥) lavat policy L) A
rJle, Y Al (Al @l ) Cladia 8 a2l 4l e frame J) 138 I3 e apasy policy JI »2

X-Frame-Options: deny

A e Cperiiinaall ¢ 1230 Cpraaleall Ji (e deadinall IS aa] 58 5 "Ul redress attack” « Ll ew s Clickjacking :4dasd
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